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1.TEPMUHBI U ONNPEAEJIEHHS]

[TepeueHp cokpallleHU:

1301 € [lepconanbHbIE JaHHEBIE

HCJ, HecaHKIIMOHUPOBAHHBIN JOCTYII

AUC ABTOMAaTU3HPOBaHHAS HHPOPMALIMOHHAS CHCTEMA
UCIT/In NubopManioHHas cUcTeMa [TEPCOHATIBHBIX JAHHbBIX
Ynpasienne MyHuuunanteHoe O10/KEeTHOE JOLIKOJIbHOE

oOpa3oBaTenbHOE YUpexKACHHE JETCKUH can
obuiepasBuBatoiiero Buaa Ne 12 ropoga Kpeimcka
MYHHLHATIATHHOTO 00pa3zoBaHus KpbIMCKHM paioH

B pamkax [OaHHOro MJOKYMEHTa HCIOJB3YIOTCS CHEAYIOLIME TEPMHUHBI U
OIpeesICHUS:

Jdoeryn K vH(OpManHH — BO3MOXHOCTH [0JIy4€HUsS HH(QOPMAlUU K ee
MCITOJIb30BaHMUSL.

3amuTa HHPOPMAUHH OT HECAHKLHOHHMPOBAHHOrO A0CTyna (3amura or
HC/I) uan Bo3aeiicTBUsi — JEsITEIBHOCTH, HamlpaBieHHas Ha TPEeIOTBpallleHue
MONIyueHus] WHGOPMALUUK 3aHHTEPECOBAHHBIM CYOBEKTOM (MM BO3AEUCTBHS Ha
UHPOPMALIHIO) C HApYLIEHUEM YCTAHOBIEHHBIX IIPAB WJiK IIPABHIL.

Undopmauus — ceegeHust (COOOIIEHMS, TaHHbIC) HE3aBUCUMO OT (QOPMBI X
NpeJ/ICTaBIEeHHUSI.

UndopMaunoHHasi cucTeMa — COBOKYITHOCTb cojaepialleiics B Oazax
JaHHBIX WHQpOpPMaUMKH W OOeCcredYMBaroIlMX ee¢ 00paboTKy HH(OPMAUHOHHBIX
TEXHOJIOTMH U TEXHUUYECKUX CPEACTB.

Uudopmanuonnass cucremMa nepcoHansHpix AanHbix  (MCHAn) -
COBOKYIHOCTh COIepkalmxcs B 0a3zax aaHHm{ MIEpCOHANIBHBIX JAHHBIX U
obecrnevyuBarommux ux 00paboTKy HWHGMOOPMALMOHHBIX TEXHOJOTHH MU TEXHHYESCKHX
CpeJCTB. ' '

IlepconajibHbie AJaHHBIE — M00as UHPOpMalKs, OTHOCAILANACA K NPSIMO UNH
KOCBEHHO OMpEeAEIEHHOMY WM OmpeneinsieMoMy (u3uueckoMy JuLy (CyOBexTy
MepCOHANBHBIX JaHHBIX).

KondpuaeHnnanbLHOCTh MepCOHATbHBIX JAaHHBIX — 00s3aTeNbHOE IS
COOJIIOJICHHSI OIEPaTOpOM WJIM HHBIM [OJIYYMBIIUM JOCTYII K [E€PCOHAJIBHbLIM
NaHHBIM JIMUOM TpeGoBaHWe He IOMycKaThb WX pacrpocTpaHeHus 0e3 coryacus
CyOBeKTa MEPCOHANBHBIX JAHHBIX WJIK HAUTUYKSA HHOI'O 3aKOHHOI'O OCHOBaHMS.

AUC Ynpasiienusi — 00beIMHEHUE UH(POPMALMOHHBIX CUCTEM, B TOM HHUCI/IC
MH(MOPMALHOHHBIX CHUCTEM NepPCOHANBHBIX JAHHBIX, KOMITBIOTEPHOTIO,
TEJIEKOMMYHHKALIMOHHOTO ¥ OQHCHOro  O0OpYyHOBaHUSA  BCEX  OT/ENOB
(noapasjenenuii) YIpasieHHWs, TOCPEICTBOM HX IOJIKIIOUEHHS K €IHHOH
KOMIIBIOTEPHO} CETH Mepesayy JaHHBIX C HCTIOIBb30BAHNEM PA3IUYHBIX QH3HYECKHX
¥ JIOTMYECKUX KaHaJOB CBSI3H. '
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Hapymenne uapopmManuoHHOii 6e30MacHOCTH — COOBITHE, MPH KOTOPOM
KOMIIPOMETHPYETCS OJWH WM HECKOJBKO acleKTOB 0e30MacHOCTH HH(MOpMaLuii
(IOCTYNHOCTD, KOH(MHUACHIIHATEHOCTD HIIH IIeJIOCTHOCTD).

OGe3inuuBanye MEpPCOHAJbHBIX [JAHHBIX — JIEHCTBMs, B pe3yllbTaTe
KOTOPBIX ~CTAHOBWTCS HEBO3MOXKHBIM ~0€3  MCIIONIB30BaHMsl  JIOTIOJIHUTEIIbHOH
UH(POPMAWH ONPENEeNIUTh IPHUHAMIE)KHOCTh MePCOHANBHBIX JTAHHBIX KOHKPETHOMY
CYyOBEKTY MepCOHaNbHbIX TaHHbIX.

OO0paboTKka MepCcOHAJLHBIX JAHHBIX - Ji00oe jedicrtBue (omepauus) Hiu
COBOKYITHOCTb JIeMCTBHH (omnepaiuuii), COBEpLIAEMBIX C HMCIIOJb30BAaHHEM CPEACTB
aBTOMAaTH3alMK WM O3 HCIOJb30BaHUA TaKUX CPEACTB C IePCOHAJIBHBIMH
JIAHHBIMH, BKJItO4ast cOOp, 3alKch, CUCTEMATH3allMIO, HaKOIJIEHHe, XpaHEHHE.
yrouHeHne (OOHOBJICHHE, W3MEHEHHE), H3BJICYEHHE, MHCIIOJIb30BaHue, Imepenayy
(pacnpocTpaHeHue, MpenoCTaBeHue, IOCTyM), o0e3nu4yuBanue, ONOKHpOBaHUC,
yaajeHne, yHUYTOXEHNE NEPCOHANIBHBIX JaHHBIX.

Oneparop — rocyapCTBEHHBIA Oprad, MyHHIIMNAIbHEIH OpraH, 1opuarnyecKoe
win  GU3MYecKoe JMUO, CAMOCTOSTEIbHO MJIH COBMECTHO € JPYTHMH JHlamu
OpraHu3yrole W (MaM) OCYILECTBISIOLIMEe 00pabOTKy IepCOHAaIbHBIX NAHHBIX, &
TAK)Ke ~ Oonpelessionue 1ead o0paOOTKM [EpPCOHANbHBIX  JaHHBIX, COCTaB
NMepCOHANBHBIX  JIAaHHBIX, [OMIeXaluX o0paboTke, AEHCTBUA  (Omepanuu),
COBEpIlIaeMble C [IEPCOHAIbHBIMU JTaHHBIMH.

MMoabsoBaTens HHPOPMAUMOHHOH CHCTeMbl — COTPYAHMK YTIpaBiieHMs
(LITATHBIN, BPEMEHHBIH, pabOTArONUIMH O KOHTPAKTY M T.I1.), @ TAKXKe IPOYre JIMiia
(MOAPAIYUKH, ayJWUTOpPBI M T.I.), 3aperucTpupoBannbie B AMC  VYmpasnenus B8
YCTAHOBIIEHHOM MOPSIIKE.

2. OBHHUE MMOJIOKEHUWS

Hacrosiugue IlpaBuiia paboTel ¢ 00€3MMYEHHBIMU TIEPCOHANIBHBIMU JAHHbIMK
Ynpasnenus  paspabGoransl ¢ yuetrom PenepanbHoro 3akona ot 27.07.20006
No 152-®3 «O nepcoHalbHBIX JaHHBIX», IlocTanosnenust IlpaButensctBa PO ot
21.03.2012 Ne 211 «OG6 yTBepKaeHUM MTEPEUHS Mep, HallpaB/ieHHBIX Ha obecreveHue
BBLITNIOJIHEHUS OOSA3aHHOCTEH, MpeaycMOTpeHHbIx DejepalbHbIM  3aKOHOM  «O
IIepCOHANBHBIX AAHHBIX», [Ipukasa DenmepanpHOi ciy’kObl No Hax3opy B cepe
CBA3HM, HH(POPMALMOHHBIX TEXHOJIOTHI U MacCOBBIX KOMMYHHKaLnH (PockomHansop)
ot 05.09.2013 Ne 996 «O06 yTBepKaeHHH TpeOOBaHUH M METOI0B M0 00E3THYUBAHMIO
MepcoHANbHBIX  OaHHbIX" (¢ mpuioxeHueM «TpebGopanuii ¥ METOJAOB 1O
00e3MMUMBAHMIO NEPCOHANLHEIX JaHHBIX, 00pabaTbiBaeMblX B HH(OOPMALMOHHBIX
cHcTeMax MepCOHANBHBIX JAaHHBIX, B TOM YHCJE CO3JaHHBIX W (D)YHKUHOHMPYIOUIUX B
pamkax peanuszainuu  (egepaibHBIX [ENeBBIX HpOrpaMM») W MPUHATBIMH B
COOTBETCTBHM € HHM HOPMAaTHUBHBIMU IIPAaBOBBIMM  aKTaMHM, OIepaTopamu,
SIBJISTFOLITUMUCS TOCYJAPCTBEHHBIMH WJIHM MYHULUNIAILHEIMH OpraHamMmu».

3. NOPAIOK PABOTBI C OBE3JIMY1EHHBIMH 11



O6esnmuuuBanre [IJH nomkHO obecneyuBaTh HE TOJBKO  3allUTy OT
HECAHKIMOHUPOBAHHOIO0 HMCIIONBb30BaHUsl, HO M BO3MOMKHOCTb MX 0OpaboTku. s
3TOro O0e3JIMUeHHbIC JaHHble [OJDKHBI 00JIalaTb CBOMCTBAMH, COXPAHSIOILMMHU
OCHOBHBIE XapaKTepUCTUKU o0e3nuunBaembIx [1/1H.

K cBolicTBamM 00€3/1MUE€HHBIX JaHHBIX OTHOCSTCS:

- moyiHoTa (CoxpaHeHue BCceW HMH(POpPMALMH O KOHKPETHBIX CyOBEKTax Hiu
rpynmnax cyOBeKTOB, KOTOpas UMeJIach 10 00e3IMUMBaHUS );

- CTPYKTYPUPOBAHHOCTh  (COXpaHEHHe  CTPYKTYPHLIX  CBsi3eH  Meway
00e3MHYeHHBIMU JAHHBIMH KOHKPETHOro cyObeKTa WM TIpyNlbl CyOBEKTOB,
COOTBETCTBYIOILIUX CBSI3SIM, UMEIOIIUMCS J10 00€3TUYMBAHMS);

- peJIeBaHTHOCTE (BO3MOXHOCTh 00paboTkH 3arpocoB no odpadorke IO n
OJYYCHHUST OTBETOB B OJMHAKOBOH CeMaHTH4YeCKOH dopme);

- CeMaHTH4YeCcKasi LIeNIOCTHOCTh (coxpaHeHwe cemantukd [IJJH mpn  mx
00€3NTUUYUBAHUN );

- [IPUMEHUMOCTH (BO3MOXHOCTH peleHus 3ajau obpadortku [1/4H, crosimx
nepea olepaTopoM, ocyllecTBIsomUM obesnuunBanue [1/IH, oOpabarbiBaeMbIX B
WUCTI/IH, B TOM 4ucCie CO3JIaHHBIX M (YHKIUOHUPYIOUIMX B paMKax peaau3zauuu
(denepanbHBIX IeNeBBIX IporpamMMm (majmee - omepaTtop, oneparopsl), 0e3
NpeABapUTEIIHHOI0 1e00e3THYHBAHMS BCero oobeMa 3arucei o cyobekTax);

- AHOHUMHOCTb (HEBO3MOXKHOCTh OTHO3HAYHOH HJCHTH(UKALUH CYOBEKTOB
[1/11, noJIy4eHHBIX B pe3ysibTaTe 00e3THYUBaHUS, O€3 NIPHUMEHESHUS JONOJHHUTENILHOK
MH(GOpMaALIUN).

K xapakrtepucTtnkam (cBoicTBaM) MeTonoB oOesnuunBaHus [1/ln (nanee -
METOJbl 00E3MUYMBAHUSA), OMPEACISIONIAM BO3MOXHOCTEL OOecIevYeHu sl 3aMaHHbIxX
CBOMCTB 00€3JIMUeHHBIX IAHHBIX, OTHOCSTCS:

- 06paTUMOCTh (BO3MOXXHOCTE IpeoOpa3oBaHusi, 00paTHOro 00e3IUYHBAHUIO
(neoOe3MMUMBaHUE), KOTOpOE TMO3BOJIUT NPHUBECTH OOE3JMYEHHble JaHHBIE K
MCXOJHOMY BUJLY, TIO3BOJIAIONIEMY ONPEAENUTh NPUHAUIEHOCTS [T)1H KOHKpeTHOMY
CyOBEKTY, YCTPAHUTHh aHOHUMHOCTB);

- BApHATHBHOCTH (BO3MOYKHOCTb BHECEHUsI U3BMEHEHMH B MMapaMeTpbl METOAA U
ero AalipHelIIero npuMeHeHHs 0e3 IpenBapUTEIbHOrO Aeo0e3InIMBaHusg MacCHBa
JTAHHBIX);

- U3MEHSIEMOCTh (BO3MOXKHOCTE BHECEHHS U3MEHEHUH (JIOTOTHEHHH) B MacCuB
00e31MUYEeHHBIX TaHHBIX 0e3 MpeaBapUTEIbHOrO A1e00e3INYHBaHN);

- CTOUKOCTh (CTOMKOCTH METOJAa K arakam Ha MJIeHTHUKaLHIO CyObekTa
IT/1n);

- BO3MOKHOCTb KOCBEHHOI'O J€00e3MM4YMBaHus (BO3MOXHOCTL [POBEACHHSI
n1eo0e37MYMBaHUs C UCIIOJIb30BaHHUEM HH(POPMALUU IPYTUX ONEPATOPOB);

- COBMECTHMOCTh  (BO3MOXHOCTh  mHTerpaumu  IIJ[H, o00e3n1u4eHHbixX
pa3NMYHBIMH METOJIaMHU );

- mapameTpuyeckuii  06peM  (00BEM  JNOMOJMHUTENBHOU  (ciy:keOHOM)
MHQOpMAIMK, HeOOXOAMMOH Ui peaju3alud MeTo]dd  O00e3/AMYMBAHHSA W
neo0e3InYuBaHus ),



- BOBMOXXHOCTh OLIEHKHM KaueCTBa JAHHbLIX (BO3MOXXHOCTb NPOBEACH S
KOHTPOJIS KadecTBa OOE3NMYEHHBIX [JaHHBIX H  COOTBETCTBUS [PUMEHSIEMbIX
npoueayp 00e3IMIMBaHUs YCTAHOBIICHHBIM ISl HUX TpeOOoBaHUSIM).

TpeboBanus kK MeToaaM 00E3THMUUBAHMS MTOAPA3AE/SIOTCS Ha:

- TpeOOBaHUA K CBOMCTBAM OOE3IMYCHHBIX JAHIKIX, MOJYY4AEMBIX [1pH
NMPUMEHEHUH MeToa O0e3TMYHBAHHS;

- TpeOOBaHWsl K  CBOWCTBAM, KOTOPBIMM  J0JKeH  0o0OJajgarh  MeTol
00e3JIMYUBaHUS.

K tpeboBanusaM K cBOMCTBaM MOTydaeMbIX 00e31MUeiIHIX JaHHbIX OTHOCSTCS

- COXpaHEHUE IOJHOTEI (COCTaB OOE3NMUUYEHHEBIXK /1At !X AOKEH MOJHOCTHIO
COOTBETCTBOBATL COCTaBY 00e3nnuynBaeMsIx [1/1H);

- COXpaHCHHE CTPYKTYPUPOBAHHOCTH o0e3nuuuBaemur [T][H;

- COXpaHEHHE CEMAHTUUYECKOHN LEJIOCTHOCTHU 00e3nmnunBaeMbIx 11/H;

- aHOHMMHOCTD OTIENBHBIX JAHHBIX HE HMIXKE 3aJIaH!IOr0 YPOBHS (KOJIHUYECTBA
BO3MOXHBIX  COIMOCTABJIEHUH  OOE3NMUYEHHBIX  J@HHLIX — MeXay cobol s
neo0e3nnYMBaHus Kak, Harpumep, k-anonymity).

K tpeboBaHusAM K cBOCTBAM MeToma 00e3/IMUMBaling OTHOCSATCSL:

- 00paTUMOCTB (BO3MOXHOCTE MPOBEIEHHUS JIe00€3/111t 11 BAHNS);

- BO3MOYKHOCTb O0EeCIeYeHHs 3aJaHHOTO YPOBHS aHONHIMHOCTH;

- YBEJINYEHHE CTOMKOCTH MPU YBEIIMUEHUHU 00bema obe3nuduBaeMbix [1/1H.

Mertonbl 00e3nuuMBaHUS AODKHBI obecredyuBarh Tpebyemble CBOMCTBA
00e37IMYeHHBIX [JaHHBIX, COOTBETCTBOBATH IPEBABIsSEMbIN TPeOOBAHUAM K HX
XapakTepUCTHKaM (CBOMCTBaM), OBITH MPaKTHUECKH DPeasiii3YEMBIMH B pasjIMYHbIX
MPOrpaMMHBIX Cpedax W M03BOJISTh PeLIaTh MOCTaBICHHbIC 20 1aun odpadoTku TT1H.

OGesnuuennele  [IJlH He moOTEXaT pasriainicHdio U HAPYLIEHHIO
KOH(UIACHITHATBEHOCTH.

OGesnuueHHple  MepcOHANbHble  JaHHble  MOryr  o0pabaTbiBaThCs ¢
MCIOJIE30BAHUEM U O€3 UCIOJIB30BAHHUS CPEACTB aBTOMATH ! I,
IIpu obOpaborke obesmmueHHbx [1J[H ¢ Hcnonb3oBaHueM  Cpencts

ABTOMATH3aLIMH HEOOXOIMMO COOJIIOICHHUE:
NapoJIbHOU MONUTUKH;
AHTUBUPYCHOM MOIUTHKH;
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NPaBWJI PE3epBHOTO KOTTUPOBaHHS,
MpaBwJI  JAOCTyna B  MOMEUICHWs, [I€  DLCIONOKEHBl  3JEMEHTL

HHPOPMALUOHHBIX CHCTEM.

[lpu obpabotke obesnuuennblx [1/IH  6e3  1CroNb3oBaHMs  CPEACTB
aBTOMaTH3aLUU HEOOXOAUMO COOMI0IeHHE:

- IIpaBUJI XpaHEHHUs OyMaXKHBIX HOCUTEJIEN;

- IPaBWI JOCTYIA K HUM U B IIOMEIIEHHUS, [J1e OHU X |30 1HATCS.

4. OTBETCTBEHHCC b



OTBETCTBEHHOCTb 33 OCYWIECTBIEGHHE OOLICTO OHTPOJS  BbINOJHEHHS
TpeboBanui HacToAMX [IpaBUI HeceT OTBETCTBEHHBIH 3¢ OpraHU3aUHI0 00paboTKH
[1JIn B YnpaBneHuu.

OTBETCTBEHHOCTE 3a IOAAEP)KAHWE JAaHHOrO JOKYMEHTa B aKTyalbHOM
COCTOSTHMM HeCeT Mpejacenareib [IocTosHHO AelcTBYyIOle! TeXHUYECKON KOMMCCHU
YnpaBieHus.

OTBETCTBEHHOCTH 33 NOBEIEHHE TONOKEHUI HACTO: (.0 TO TOKYMEHTA JI0 BCEX
COTPY/IHUKOB YTpaBleHus, 3aJeHiCcTBOBaHHbIX B oOpaborke TTJIH W MHBIX aull B

4aCTH MX KacaloILEHCs, a TaKKe KOHTPOJIb coOmroferir: rpeboBaHMMi HOKyMeEHTA
BO3NAraeTcs  Ha  HAYaJIBHHKOB  OT/EJIOB (pyKone yitenedt  CTPYKTYPHbIX
nojpaseneHuit) YnpapieHusl.

OTBETCTBEHHOCTD 3a BBINOJIHEHHE HacTosux [Ipo:. 1 Bo3maraeTcst Ha BCex
COTPYAHWKOB YTIpaBJIeHUs, NONYLUIEHHBIX K 00pabotke 11/

CorpyaHuk  YmnpaBneHHs Hec&T OTBETCTBEHNO T, 3a BCe JeiCTBHA,
COBEPLUCHHBIE OT MMEHH €ero Y4YeTHOW 3amucu, <ol He  JiokazaH  ¢aky

HECAHKIIMOHHPOBAHHOTO HCIOJIb30BaHUA YYETHOH 3arici APYrUMH JHLAMH [pH
COOJIIOIeHNH NONB30BaTeNeM TpeOoBaHui HacTOSIMX [T, 1.

CoTpyaHWKH YTpaBieHHs: HECYT HepPCOHANBHYIO O’ :eTCTBEHHOCTh 3a yliepo,
NPUYMHEHHBIA YTpaBneHuo U cybwvexram [1J[H Bere (orBHe HapylleHHs HMH
YCTaHOBJIEHHBIX TpeOoBaHui B o0nactu 06paboTku U oGe: : >qyenus 3awutel 1111, B
COOTBETCTBHHU € 3aKOHOMaTeNbcTBOM Poccutickol Menepart:iii.

Ha ocnosanun ®enepanpnoro 3zakona ot 27 w2004 r. Ne 79-d3 «O
rOCyIapCTBEHHON TIpa)dAaHCKON ciayx0e Poccuiickoli <o iepaunu» COTPYAHMKM,
HapyuarouiMe TpeboBanus Hacroaumx [lpaBum, ot GBITH  [OABEPIHYTHI
AUCLUMIUTMHAPHBIM B3BICKAHMSIM U YBOJIBHEHHUIO C PadOTL! * [EOJHOKpATHOE Ipydoe

Hapywienue [Ipasun padotsl B AIC Ypasnenus (MCI1 Y nipaBnenus).
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